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· Exporting University data and information to the cloud is RISKY Unless… 
· You first evaluate the data/information to determine whether it is appropriate to place outside the University

· The vendor or site where it will go is going to protect and secure it appropriately

· Any license you will sign is legal (a license IS a contract)

· There are no inappropriate data mining or IP rights provisions that go against law or policy

· You’ll be able to get the data back when you need it

· You’re not violating other important rules or responsibilities in the process

· RULE # 1 - Do not go it alone 

· Consult with Procurement Services,  Medical Center Procurement, ITC-Information Security, Policy and Records Office, Health System Computing Services, and/or General Counsel 

· Evaluate your data #1 
· Is it HIPAA-controlled patients’ protected health information (“PHI”)?

· Is it FERPA-regulated student educational records?

· Is it subject to export control regulations?

· Is it ‘sensitive data” controlled by other federal or state legal requirements, e.g. SSN’s, or confidential financial data (credit card#’s)? 

· Evaluate your data #2 

· Is the data subject to Virginia public records requirements that require data to be available to the institution, not placed outside of the University’s control? (Safer to assume it is until determined otherwise.)

· Is it data that must be preserved under institutional control due to grants or research compliance requirements?  For example, new NSF grants must have a data management plan that binds both the researcher and the University. 
· Vendor/site security and safety
· Vendors will not provide detailed information about their technology and information security standards unless forced to through a rigorous procurement process.  

· Online sites will entice with general language, but you don’t really know how your data will be kept, and whether it will be secure.

· Some data is subject to federal regulations that make it a crime to export it to certain foreign countries—but most vendors will not commit to store data in the continental US.

· Sensitive data is subject to complex and detailed security requirements that you cannot expect a typical vendor to assure.

· A case in point—patient/human subjects data #1 
· HIPAA and Va. privacy laws protect identifiable health information (“protected health information” or “PHI”).

· Even minor identifiers can make data PHI (e.g., initials, dates).

· HIPAA requires a “Business Associate” agreement with vendors that have access to PHI—this can include cloud providers. The BA agreement imposes security and confidentiality obligations on the vendor.

· HIPAA requires us to notify the patient/subject and HHS if unencrypted PHI is breached, while in our hands or a vendor’s. 

· Patient/human subjects data #2 
· Encrypt PHI and other “highly sensitive” data (e.g., about employees or students) to meet federal/University standards.  See the UVA policy: http://itc.virginia.edu/security/highlysensitivedata/ 

· Don’t use the cloud for PHI or other “highly sensitive” data except through a carefully-negotiated, University-approved contract.

· The Mass General case--$1 million fine for a paper loss on the subway—HHS focuses on encryption as well. What if it were in the cloud? 

· Is the license something you or the University can actually “sign”? 

· Most online cloud sites (Amazon, Google, Dropbox) require click-through license agreements. http://www.dropbox.com/ 

· Such licenses will typically require a statement of indemnification and agreement to be sued in the company’s preferred jurisdiction.

· Some include binding arbitration or liquidated damages provisions. 

· These provisions violate Virginia law.

· And, YOU, your faculty customer (and I) don’t have the authority to execute agreements on behalf of the University, anyway. 

· So, you may be “signing” something for which you could be held personally liable.

· Data Mining and IP rights issues 
· Many vendors (and we mean “freeware” as well) are data mining and engaging in other practices to support their business model that may violate privacy and security requirements. (It isn’t really “free”--they are getting valuable information from us to use in their marketing and advertising campaigns.) 

· Some sites require the poster to grant a non-exclusive copyright to the website  for all work submitted. (This may involve your release of University-owned intellectual property rights, including use of the UVA name and brand or trademarks, that is inconsistent with UVa policy.)

· Will you ever see the data again? 
· If the data is actually a University record, have you put it beyond the University’s access and control when you set up the account?

· Most online sites in the “cloud” reserve the right (in those unread licenses) to take down your site or your materials, if you have violated their Terms of Use.

· Most are clear that they have no liability to you if all your data is lost. 

· So, what’s going to happen if they lose all your stuff? Or what are the data transfer rights? What happens when you close the account? 

· Are they going to supply data when the University has a FOIA request or a subpoena, or a litigation hold or discovery demand? 

· Using the cloud to store/transfer university data 
scenario – Dropbox disclaimers 
· Dropbox is Available “AS-IS”
· THE SITE, CONTENT, FILES AND SERVICES ARE PROVIDED “AS IS”, WITHOUT WARRANTY OR CONDITION OF ANY KIND, EITHER EXPRESS OR IMPLIED. WITHOUT LIMITING THE FOREGOING, DROPBOX EXPLICITLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT AND ANY WARRANTIES ARISING OUT OF COURSE OF DEALING OR USAGE OF TRADE. YOU ACKNOWLEDGE THAT USE OF THE SITE, CONTENT, FILE AND SERVICES MAY RESULT IN UNEXPECTED RESULTS, LOSS OR CORRUPTION OF DATA OR COMMUNICATIONS, PROJECT DELAYS, OTHER UNPREDICTABLE DAMAGE OR LOSS, OR EXPOSURE OF YOUR DATA OR YOUR FILES TO UNINTENDED THIRD PARTIES.

· DROPBOX MAKES NO WARRANTY THAT THE SITE, CONTENT, FILES OR SERVICES WILL MEET YOUR REQUIREMENTS OR BE AVAILABLE ON AN UNINTERRUPTED, SECURE, OR ERROR-FREE BASIS. DROPBOX MAKES NO WARRANTY REGARDING THE QUALITY OF ANY PRODUCTS, SERVICES, OR INFORMATION PURCHASED OR OBTAINED THROUGH THE SITE, CONTENT, OR SERVICES, OR THE ACCURACY, TIMELINESS, TRUTHFULNESS, COMPLETENESS OR RELIABILITY OF ANY INFORMATION OBTAINED THROUGH THE SITE, CONTENT, FILES OR SERVICES.

· NO ADVICE OR INFORMATION, WHETHER ORAL OR WRITTEN, OBTAINED FROM DROPBOX OR THROUGH THE SITE, CONTENT, FILES OR SERVICES, WILL CREATE ANY WARRANTY NOT EXPRESSLY MADE HEREIN.

· Using the cloud for email or other University provided services
scenario - Gmail 
· You like Google and you like GMail, so you autodirect all your UVA email with attachments to your personal GMail account….

· University public records may become inaccessible, when needed to respond to FOIA requests, a subpoena, etc.

· Google’s data mining may violate FERPA, HIPAA, and other rules regarding sensitive data

·  Export control rules may be violated

· NSF or other grants compliance rules may apply

· Risk of hacking

· Risk of loss 
· Proposed University-wide strategies to deal with click-throughs 
· Adding language to purchase orders that automatically disclaim unacceptable provisions.

· Adding similar language to standard contracts.

· Posting policy statements on Procurement websites regarding click-through’s, to give notice to vendors of unacceptable provisions.

· Adding language to vendor registration.

· Adding training that addresses employee responsibilities in use of click-through and online social media tools.
· More proposed strategies—the cloud 
· Identifying software or tech tools that are worth doing battle over to obtain proper licensed rights in approved contracts for University-wide use.

· Negotiating major contracts to revise/delete unacceptable provisions and add confidentiality and security obligations (those “Business Associate” terms). 

· Creating a “Software Central” database of approved contracts.
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