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        Highly Sensitive Data Storage Request Form – continued

	Details of Request
(to be completed by requestor)

	I request approval to store highly sensitive data 
 on my individual use electronic devices and/or electronic media.  I acknowledge my responsibility to treat these data with the utmost care and meet all of the requirements specified in the U.Va. Electronic Storage of Highly Sensitive Data Policy.  I understand that failure to comply with the policy will result in disciplinary action up to and including termination. Details of my request follow. (Be specific. Attach additional pages if needed. ) 


	The highly sensitive data elements referenced in the Electronic Storage of Highly Sensitive Data Policy that I request to store are:  (List)

	

	The data would be stored on my: (check all that apply)
 FORMCHECKBOX 
 individual-use electronic device(s)   Definition: Computer equipment, whether owned by the University or an individual, that has a storage device or persistent memory, such as desktop computers, laptops, tablet PCs, BlackBerrys and other personal digital assistants (PDAs), and smart phones. The term does not include shared purpose devices, such as servers (including shared drives), printers, routers, switches, firewall hardware, clinical workstations, medical devices (e.g. EKG machines), etc.
 FORMCHECKBOX 
 individual-use electronic media   Definition: All media, whether owned by the University or an individual, on which electronic data can be stored, including but not limited to external hard drives, magnetic tapes, diskettes, CDs, DVDs, and USB storage devices (e.g. thumb drives).



	The justification for storage of these data is:

	

	Other storage alternatives that were considered and the reasons they are unworkable:

	

	Requestor’s  Department: (print)
	

	Requestor’s  Name:  (print):
	

	Requestor’s Signature:
	
	Date:
	

	Department Manager or Chair’s Endorsement

	I confirm that approval of this request to store highly sensitive data is necessary to meet an essential business need of this department. I fully support it. 



	Department Manager or Chair’s  Name: (print)
	

	Department Manager or Chair’s Signature:
	
	Date:
	

	Vice President or Dean’s Approval

	 FORMCHECKBOX 
 I approve this request to electronically store highly sensitive data. My approval expires on___________, after which the data must be securely deleted. It is permissible to submit a request to renew the approval prior to the expiration data.

  FORMCHECKBOX 
 I do not approve this request. (Any comments should be included below.)
I have confirmed that the requestor has a signed Electronic Access Agreement on file with the human resources department of the University, Medical Center, or Health Services Foundation. I will ensure that the requestor receives a copy of this form and the original is stored in a secure location for subsequent audit purposes.


	Vice President or Dean’s Name: (print)
	

	Vice President or Dean’s Signature:
	
	Date:
	











� Refer to definition of highly sensitive data in the U.Va. Electronic Storage of Highly Sensitive Data Policy � HYPERLINK "https://etg07.itc.virginia.edu/policy/policydisplay?id=IRM-015" �https://etg07.itc.virginia.edu/policy/policydisplay?id=IRM-015�
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