Standard Message to Employees re DMCA Violation Notices

The complaint appended below from an agent of a copyright holder claims that a computer connected to the University’s network has illegally shared copyrighted material. Based on the Internet Protocol (IP) address and other identifying information provided by the agent, it appears the alleged copyright violation involves a computer you use. 

For purposes of copyright-related complaints, the University acts only as an intermediary between the copyright holder (or its agent) and the alleged copyright violator. The complaint is, therefore, forwarded to you for response.

If the complaint is valid such use, whether deliberate or not, is in violation of the University's Respect for Copyrights of Digital Materials and Software Policy.   Please respond within three business days letting me know that either:

a. you have ceased the unauthorized sharing of copyrighted material from this computer;

b. you believe the material indicated is not copyrighted or you have a license to distribute it; or 
c. you believe a mistake regarding the alleged violation has been made.
ITC will disconnect the computer from the U.Va. network, if you do not respond within three business days. This action is necessary because the University must comply with legal “take-down” requirements of the Federal Digital Millennium Copyright Act. 

Please see U.Va. Copyright Information for Faculty and Staff for additional information about copyright and file sharing, including guidance for removing copyrighted material you do not own from your hard drive and disabling file sharing. If the copyright violation resulted from a security breach of your computer, the device must be secured before it can connect to the U.Va. network, as prescribed by University’s Security of Networked Devices Policy. Advice on securing your computer can be found at http://www.itc.virginia.edu/security/checklistforPCs.html and computer support personnel in your department can provide additional assistance. 

The University generally does not monitor the network for content and does not itself generate copyright violation notices to its network users. However, given receipt of this notification, the University will undertake an internal investigation to determine whether its network has been used in a manner inconsistent with law or the University’s Respect for Copyrights of Digital Materials and Software Policy and take appropriate action, if necessary. A copy of this message is provided to the University Audit Department, University Employee Relations, and your department head to make them aware of the complaint we received. 
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