Standard Message to Department Heads re DMCA Violation Notices
I have copied you on an email message to one of your employees regarding receipt of a digital copyright violation notice. An agent of a copyright holder claims that a computer connected to the University’s network has illegally shared copyrighted material, and ITC traced the identifying information in the letter to a computer your employee may be using. 
Digital copyright violations are illegal and against University policy. When the University receives allegations against employees, their managers should take appropriate disciplinary actions where warranted. As with any allegation, however, there are circumstances associated with digital copyright violation claims that might indicate the named employee is not at fault. I have briefly described these circumstances below, along with recommended actions. The University’s HR Department can provide additional guidance as needed. Also, feel free to contact me should you have any questions of a technical nature. 
Some digital copyright investigations may be complicated by the following:
· ITC uses information provided by the complainant, along with internal technical records, to trace an allegation to a specific computer. It then uses computer registration data and, if needed, additional information from departmental computer system administrator (LSPs) to determine the use of that computer. In some cases, misidentifications could occur when:

· the computer was transferred to another employee without the knowledge of ITC and/or the LSP; 

· the computer is used by multiple employees; or
· the complainant provided incorrect information. 
· In addition, even when a trace is accurate and the existence of illegally obtained copyrighted material is found on the computer, it is possible the employee did not knowingly violate copyright laws or University policy. While those who use a computer attached to the U.Va. network are responsible for keeping their devices and passwords secure (see Security of Networked Devices Policy), in some cases the violation of copyright policy may have occurred without the employee’s knowledge. 

The message I sent your employee provides instructions for responding to the allegation. Because the University must comply with “take-down” procedures of the Federal Digital Millennium Copyright Act, the employee’s computer will be disconnected from the U.Va. network, if a response is not received within three business days. 
Once the employee has replied, I ask that you please take the steps that follow with the circumstances noted above in mind.

1. If the employee confirms the validity of the copyright complaint, pursue disciplinary action as appropriate and in consultation with the University’s HR Department. When considering this step, refer to the complicating factors described above. Please verify that file-sharing software and the illegal copyrighted material has been removed from the computer. If there is any evidence of hacking, please ensure the machine is secured and steps are taken to prevent a recurrence.

2. If the employee indicates material referenced in the complaint is not copyrighted or that he/she has a license to distribute it, my office will advise the employee on how to file a counter-notification with the agent of the copyright holder. 

3. If the employee indicates a mistake has been made, my office will respond to the agent of the copyright holder. 
Additional information about digital copyrights can be found at:
U.Va. Copyright Information for Employees
MusicUnited
Electronic Frontier Foundation .
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